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1. Creating a SwissID account and activating two-factor authentication
(1/3)

Download the SwissID App

o i0S: e Bl swissID

E E Your personal key
The SwissID App enables simple and secure
.I.' two-factor authentication and an identity

1 check via your mobile phone.

Login with SwissID

Create SwissID account

Create a SwissID Account

e 9:1 il = - e . -
https://login.swissid.ch/login/registration/ https:/flogin.swissid.ch/login/registration/

B SwissID Fill in personal details BZ swissID s
IMPORTANT: Use the E-
Create a SwissID acc{ Mail address indicated in Create a SwissID account
You are creating a Swiss|D accoun| the MPKI order or the one You are creating a SwisslID account to log
in to SwissPost. under which SwissSign in to SwissPost.

contacted you

Salutation Salutation ® Ms. () Mr
First name

First name Lisa 4
Last name

Last name Muster i
E-mail address

E-mail address lisa.muster@example.com é
Password

Password =4 2000000000000 00 =

Repeat password
S88000000000000

Accept the GTCs

Repeat password =]

N4 | acCept the SwissID GTC.
[J 1accept the SwissID GTC. = ptihe swissD &1L
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1. Creating a SwissID account and activating two-factor authentication
(2/3)

e 9:41 all T .- G 9:41 all T .
ht n htty 0gin.swiss

.ch/login/ id.ch/login/
B swissID X Bl swissID X
Enter verification code Confirm with SMS code

Please enter the code that we have sent to

SwissID App is using two-factor
your e-mail address [i*****@example.com.

authentication for greater security. Please
enter your mobile number to confirm your
login with an SMS code.

Mebile number

Enter the mobile number
of your smartphone

Need help?

Enter the verification code
that has been sent to your
e-mail address

Please visit swissid.ch/faq if you have questions

related to using SwissID. For all other questions,

- Create an account
please visit the website of Post.

Please visit swissid.ch/faq if you have questions
related to using SwissID. For all other questions,
please visit the website of Post.

de fr it en

9:41 oll ¥ . 94 oll T -
h n.swissid.ch/login/

B SwissID

B swissID X

Confirm mobile number Set PIN

Please enter the code that we have sent to
your mobile number +41791234567.

Pl choose a six-digit PIN to
t your personal data.

Enter the code that was Enteran ez-‘:y.to |.’emember
sent via SMS 6-digit-pin

Please visit swissid.ch/faq if you have questions
related to using SwisslD. For all other questions,

please visit the website of Post. 7 8 9

de fr it en
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1. Creating a SwissID account and activating two-factor authentication
3/3)

© @

— i
O

D\

Enable Face ID?

Use Face ID to unlock the SwissID App instead
of your PIN.

Two-factor authentication

Increase the security of your SwissID account
with the SwissID App. You will receive a login
request on your mobile device if a second
factor is required for logging in to an online
service.

What is two-factor authentication?

Enable now Enable now

Ll You must enable Optionally you now
two-factor have the possibility

authentication to enable FacelD as

to access your an alternative to the
MPKI PIN, otherwise press

»Maybe later”
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2. Starting the identification verification process (1/4)

o 9:41 all T - e
B swissID &« Identity check

Lisa Muster

lisa.muster@example.com
. G¢
o o AME NN

)

Profile Logins Verify identity Verified identity

Simply scan your identity document and
record a video of your face to verify your

identity.
Start «Verify ldentity»
Please have your passport
or ID card ready Click «Continue»

52 logins
with the SwissID App

e < Identity check e <« |dentity check

LOJ EO
LN N

Choose verification level Your passport
Level 2 is recommended as it gives you For a quick and convenient identification
access to more services, including we will start by scanning your passport.

SwisslID Sign and the EPR. The process
requires additional security checks and
therefore takes a little longer.

Click on «Continue with
passport» or alternatively
Level 1is a simplified verification process on «l don‘t have my

and can be used for certain online passport» if you do not
have it at hand.

Click on «Level 1»

Continue with passport
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2. Starting the identification verification process (2/4)

Place your identity document on a firm surface.

Data processing consent For identity cards, scan the side with the machine-readable zone first.

| accept that the data collected during the

identity verification process will be <LLLLCLLLLLLLLLLLLLLLLLLLLK
<< <K<K

transmitted in an encrypted form to CLLLLLLLLLLLLLLLLLLLLLLLLLL

SwissSign Group AG and PXL Vision AG
in Zurich. The data is processed in
Switzerland exclusively for the purpose of
identity verification and software
improvement. Afterwards, the data will be

processed or deleted in accordance with

the contractual provisions. My data may Put your passport or ID Card

not be passed on without my consent. ideally on a table with a
Legal regulations and provisions remain

bright, plain surface and
click «Next»

reserved.

Data Privacy Statement 2

Read through and click on
«lagree»

@ 9:41 all T -

Identity check

PMCHEBERTSCHI<<TOBIAS<FLORI
X6394901<9CHEB212155M2902186:

Check image

Please confirm that the image is not
Follow the instructions blurry and that all information is visible so
that we can verify your details. Also
ensure that the data are valid as they will
be used for your verified identity.

If the details are not readable, you will
need to scan the document again to
ensure a successful identity check.

Check that all details are
visible and that the
picture is not blury then Scan again
click on «Confirm» or
«Scanagain»
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2. Starting the identification

9:41 ol T .

Identity check

O
LN

Selfie verification

Next, we compare the photo in your ID
document with your selfie to confirm your
identity.

For this we will now make a five-second

recording of your face for the selfie.

Almost done! Now we
kindly ask you to take a

selfie

- SwissSign

verification process (3/4)

Tap to start

wll F =

Identity check

Transferring data...

Please, hang on a moment.

Your data is now being
transferred and processed
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2. Starting the identification verification process (4/4)

@ 9:41 il T - @ 9:41
Identity check

Identity check

Data transfer succes

Verifying your documents can take u
working days. We will inform you imm
by e-mail as soon as the verification has

completed.

If you see this screen, we
will notify you via e-mail
within the next 5 working
days once your identity is
verified

@ 9:41 all T .
B swissID

Lisa Muster

lisa.muster@example.com

Profile Logins Verify identity

o—Co=Y

Two-factor authentification
using SwissID App is activated.

Identity check compl

You can now use SwisslD for on|
transactions that require proof of id

all T =-.

We were able to verify
your identity
immediately, you can
now login into your MPKI
using SwissID

Once you successfully
completed the
identification you will see
a green tick
on the dashboard of the
SwissID App

52 logins
with the SwissID App

Congratulations, you can now log in to your SwissSign CA Services with your SwissID.
If you have already been informed by SwissSign by e-mail that your new MPKI has

been set up, log in: ra.swisssign.ch

- SwissSign
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http://ra.swisssign.ch
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